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Today’s financial service providers are facing a strong competitive
environment. Fast, flexible services that allow for optimal customer
return on investment (ROI) are the basis for a competitive edge and
long term success for these firms.

The GFKL Financial Service AG,
founded 1992, is one of the leading
financial service providers in
Germany with an emphasis on two
business areas: financing mobile
investment products on the basis
of leasing, and providing manage-
ment services to banks, credit
unions, and insurance companies.
As a leading provider, GFKL strives
for highest quality in all its services.

To improve its  leading position as
bank and  manu facture-independent
leasing partner,  an extremely fast,
flexible, and secure Internet-based
finance portal had to be developed.
To meet  this business-critical
demand,  GFKL commissioned the
NetLease project.

Analysis has shown that there is a
high potential for process opti-
mization in the execution of trans -
actions. Further, sales personnel
prefer to negotiate contract terms
in the presence of the customer to
close more business  in less time.

Project requirements included:

¡ conneting the dealers to the 
finance portal via internet 
(initially for small-ticket 
business)

¡ fully automated processing of 
leasing requests 24x7

¡ complete processing and printing
of contracts in realtime
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An exhaustive selection process
finally qualified the XS40 Security
Gateway™ from DataPower
Technology as the high-perfor-
mance security solution. The XS40
eliminates the barriers that, until
now, have blocked the adaptation
of new and innovative XML Web
Services.  The XS40 provides the
performance to process huge data
volumes and fulfils the high
security requirements essential for
sensitive financing transactions.

As a hardware-based network
device the XS40 is the central
solution to support al l  the
necessary protocols for secure
XML applications. With support
for XML-based configurations for
sett ing security and policy
execution, the XS40 provides
simplified XML encryption and
signing as well as extreme
flexibility for adapting to nascent
standards that will not lock
customers or their partners into
particular implementations of a
Web Services specification.

The performance of the XS40 is
orders of magnitude higher than
of any alternative solution. In
addition the platform is highly
scalable with support for cluster
functionality that adapts to
increased perfor-mance demands.
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"Security and stability are
the foundation for our
transaction platform. This
is why we involved our
long-time strategic partner
Avantgarde f rom the
conception of our Net-Lease
project to its final phase.
The XS40 from DataPower
provides our XML-based
transaction system with all
the  re l iab le  secur i ty
functionality required by
our customers and their
highly sensitive financial
applications," said Dag
Demming, IT manager of
GFKL Financial Services,
commen t i ng  on  t he
successful realization of the
project. "And with the
XS40's 'drop-in' capabilit-
ies, most of our applications
programs have remained
unchanged. With this
project Avantgarde has
proven its competence once
again in both conception
and realization of first class
IT projects."

To automate leasing requests, the
application had to be connected
to the business logic. This was
implemented using XML Web
Services for the interoperability
and extensibility that approach
provides. However, XML Web
Services have drawbacks, espe-
cially in regards to lengthy trans-
action time, minimal security as
well as high exposure and risk.
Further, XML Web Services are
text-based, so they require a high
processing overhead for which
standard applications and general-
purpose hardware are insufficient.

Today’s existing security infra-
structure l ike f irewalls and
Intrusion-Detection-Systems do
not provide the necessary security
for XML Web Services, since the
underlying protocols cannot
provide validation of the XML
content.  Even security applications
developed with specific XML
support often lead to problems in
scalability and adaptability.

Overall the project had to accel-
erate all financing requests,
minimize the number of errors in
previous systems, lower the cost-
per-transaction of previous
systems, and, in the end, signifi-
cantly improve the efficiency of
the business process.

Not only did the project require
high performance, but by exposing
sensitive data and the underlying
business framework the highest
level of security was needed such
that every single transaction
required content validation.
Because of this, a multi-layered
security approach was appropri-
ately required.
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Avantgarde provides con -
sulting,  software devel-
opment, operation and
administration for intelli-
gent, efficient and secure
business processes in
mediumsized and large-
scale companies.

Avantgarde’s strength is the
ability to develop strategies,
which ensure implemen-
tation and secure operation
of complex systems like
ERP, finances, MRP, HRE,
CRM and BI.

Furthermore Avantgarde is
specialized in solutions for
web based supervision and
billing of technical devices
(e-Controlnet), security for
web based applications and
security concepts for IT
infrastructures.

Sales personnel and trading
partners value highly the 'just-in-
time' processing of their leasing
requests and the ability to produce
contracts at the customer site in
real time. Not only does this
minimize the contract manage-
ment costs and support expedient
closures of contracts, but provides
a high degree of professionalism
and sophistication that impresses
customers.

With the XS40 and its ability to
accelerate and secure automatic
processing, costs-per-transactions
have been decisively reduced, so
that a fast return in a short period
of time is expected.

Using the XS40 Security Gateway
as the key solution to the multi-
layered security concept, the
NetLease project was imple-
mented with speed and to its
successful deployment. The XS40
was configured and integrated
quickly into the NetLease platform
due to its transparent security
functionality. No changes to the
XML Web Services application
were necessary and future
modifications of the application
interfaces can be implemented
with minimal cycles or cost.

The Internet-based financing portal
has already provided outstanding
functionality in deployment.

Our partner:

Avantgarde – Specialist for
efficient solutions

Fast Return on Investment
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